


Over a third of couples in the UK meet 

online. A number set to increase as more 
and more of us meet, not just through 

dating apps and websites, but also 
lnstagram, Facebook or gaming sites. 

While the majority of people you interact 

with online are genuine, criminals can 
target online platforms, where there is a 

messaging function, to form friendships 
or romantic relationships. 

Romance, or dating, fraud, occurs when 
you think you've met the perfect partner 

online but they are using a fake profile to 

form a relationship with you. You can meet 

them via an online dating website or app, 
social media platforms such as Facebook 

and lnstagram, or gaming sites. 

They gain your trust over a number of 

weeks or months and have you believe 

that you are in a loving and caring 

relationship. However, the criminal's end 
goal is only ever to get your money or 

personal information. 

Any one of us can be tricked by these 
clever criminals. You should never feel 

embarrassed or ashamed to talk to 

someone about what has happened to 
you, or report it to police. 

Report to Police 

Scotland via 101

STOP 

Take a moment to stop and think before 
parting with your money or information. 

CHALLENGE 

Could It be fake? It's OK to reject, 

refuse or ignore any requests for your 
flnanclal or personal details. 

PROTECT 
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Contact your bank immediately if you 
think you've fallen for a scam and 
report to Police Scotland via 101 :� 
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It's important that no matter how long 
you've been speaking to someone online 

and how much you trust them, if you 

haven't met them in person do not: 

• Send them any money,

• Allow them access to your bank account
• Transfer money on their behalf,
• Take a loan out for them,

• Provide copies of your personal,
documents such as passports or driving

licenses,
• Invest your own money on their behalf or

on their advice,
• Purchase and send the codes on gift

cards from Amazon or iTunes. 2 

How does romance fraud 

happen? 

Criminals will do their research. They'll 
mould themselves into your perfect match, 

finding out as much information as they 

can about you from your online footprint 

and social media channels, and make it 
appear that you have interests and 

experiences in common. They'll seem 

loving, caring and protective over you. 

After building your trust over a number of 
weeks or months, they will disguise a 

request for money, dropping it harmlessly 

into conversation. They'll appear vulnerable 

and in need of your help, often talking 
about financial woes relating to sickness or 

stress and worry to make you feel sorry for 

them. In some cases, rather than asking 

for money directly, these manipulative 
criminals will also groom you into a position 

where you offer it, to help them out of 

whatever crisis they are in. 
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