CAN YOU AFFORD TO LOSE

YOUR ENTIRE DEPOSIT OR

PURCHASE MONEY?

CONVEYANCING FRAUD

Criminals are actively targeting property
purchases, with the aim of tricking

you into transferring your house deposit
and/or the balance of purchase monies
to them.

These schemes can be highly sophisticated,
and almost always involve the criminals
pretending to be your lawyer in order to con
you into sending your payment to an account
they control.

Be extremely vigilant if there appears to be
any change of payment details, and always
double-check by calling your lawyer before
you transfer your money, as emails can be

intercepted or diverted.

You can test the account by sending a small
sum to the account details provided and

check that your lawyer has received this before
transferring all of the money.

VICTIMS CAN LOSE HUNDREDS OF THOUSANDS OF
POUNDS, AND MAY NEVER GET THEIR MONEY BACK.
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m Set strong and separate passwords for your
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paper via the spoofed email, and the amount m Ifyou are making a payment to an account for

requested was exactly what the house-buyer
had expected to pay.

The victim was later advised by the genuine
solicitor that these payments had not been
requested. The majority of the money was
never recovered, all-but wiping out the
victim’s equity and savings, and leading

to the collapse of their purchase. The fraud
had a devastating life-long impact on the
house-buyer and their personal finances.

the first time, transfer a small sum first and
then check with the law firm, using known
contact details, that the payment has been
received.?

If you have any doubt about the transaction
then do not transfer your money until you
are satisfied it is correct; can you afford

to lose your entire deposit or the entire
purchase money?

How to protect yourself from becoming
a victim of conveyancing fraud

m Get bank details from your law firm either

If you suspect you have been the

in person or over the phone at the start

of the conveyancing process and agree a
robust mechanism by which any legitimate
changes in bank details would occur, such

as confirming them in person. Ask them to
confirm the details by post if you’ve obtained
them in person or over the phone.

Law firms rarely change their bank details.

If you receive an email or telephone call
stating a change in the bank details, question
its authenticity. Always check the bank
details directly with YOUR lawyer or someone
senior at the firm by calling them on their

published telephone number, not the one
given in the email demanding payment.

Do not feel pressured into changing any
details before you have spoken to someone
senior from the firm.

victim of conveyancing fraud you
should immediately:

Contact your bank to advise them of the
fraudulent activity, asking them to contact the
receiving bank to freeze the funds.

Contact Action Fraud; report suspected fraud
to Action Fraud through their website:

www.actionfraud.police.uk/reporting-fraud-
and-cyber-crime or by calling 0300 123 2040.

Alert your lawyer; it may be that they are
being targeted by criminals, who may pose a
risk to other clients.
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